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AHanu3  KpUMUHOTEHHOW  OOCTAaHOBKM Ha  TEPPUTOPUU  O0JIACTH
CBUJETENBCTBYET 00 yBennueHuu B 2024 romy KOJIMYECTBA 3apEeruCTPUPOBAHHBIX
OpPECTYIJICHUH,  COBEPUIEHHBIX C  HCIOJb30BaHWEM  HH(GOPMAIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX  TexHosorut  (mamee —  UTT), cHmwkeHun
UX PaCKPbIBAEMOCTH.

B 2024 rony Ha Tepputopuun MBaHOBCKO#M 00acTh 3aperucTpupoBano 4352

MPECTYIUICHUS, COBEPUICHHBIX C HUCIIOJIb30BAHUEM nH(pOpPMaIMOHHO -
TEJIEKOMM YHUKALIUOHHBIX TEXHOJIOTHH. 3 oo1rero KOJIMYECTBA
3apETUCTPUPOBAHHBIX MPECTYIICHUI COCTaBIISIIOT MOILICHHHUYECTBA

(ct. 159 YK P®) — 2114, HenpaBoMepHBIN TOCTYI K KOMIIBIOTEPHOU MHGOpMALIUK
(ct. 272 YK P®) — 374.

[lon KuOeprpecTymHOCThI0O TOHMMAETCS HE3aKOHHas JeATEIbHOCTb,
B paMKax KOTOpPOHM AaTaKylOTCsl KOMIIBIOTEPHBIE CETH, CMapT(QOHBI U JIpYyrue
ycrpoiictBa. Hanbosnee yacTolit MOTUB — MosydueHue puHaHCOBOM mpuObuin. s
ATOTO 3J0YMBIIUIEHHUKH HCIOIB3YIOT HE TOJNBKO MH(OPMAIMOHHBIE TEXHOJIOTHH,
HO U METO/bl COLMAIBLHOW HH)KEHEPHUM, KOI/Ia YEJIOBEK JOOPOBOJILHO IMEPENAET
KOH(UICHIIMATbHBIC JTaHHBIE WM IEPEBOIUT CBOM cOepexxeHus. Kpome Toro,
[eNTbI0 KHOepaTak MOXET OBITh BHIBEJICHHE KOMIIBIOTEPOB WA CETEH M3 CTPOST —
U3 JIMYHBIX, KOMMEPYECKUX WM MOJIUTUYECKUX MOOYKICHHI.

[ToTeprieBIIMMHU OT KUOEPIPECTYIJICHUHN SIBISIIOTCA Tpa)kaaHe aOCOIIOTHO
BCEX KaTeropui, BKJIOYas KakK COLMAJIbHO-HE3ALIUIIECHHbIE CJIOM HacCeJICHUsS
(MHBaNU/bl, TMEHCHOHEPHl, HECOBEPUICHHOJETHHUE), TaK M JIIOJU, 3aHUMAIOLINe
PYKOBOJAIIME TOCTHI B OpPraHu3alusix (MpeanpusITUsaX) Bcex GopM cOOCTBEHHOCTH.

3710yMBIIIEHHUKAMU UCIIOJIb3YIOTCSI U30IIPEHHbIE CHOCOOBI
«BBIMAHUBAs» JCHEXKHBIX CPEICTB,  JUIA YEro MHCIOJIb3YIOTCS pa3jHyHbIe
«JIETEHBD», TOCPEACTBOM H3IOKEHHUS KOTOPBIX OKAa3bIBACTCS TCHUXOJIIOTHYECKOE
BO3/ICHCTBUE HA TpaKJIaH, KOTOpbIE IMOJ €ro BO3JCHCTBHEM BBIMOJHSIOT BCE
KOMaH/Ibl 3JI0YMBINIJICHHUKOB. MHOTHE M3 MOTEPIEBIINX B JAIbHEHIIIEM B XOJE
OOIIEHHUsS C COTPYJHUKAaMU IPABOOXPAHUTEIbHBIX OPraHOB COOOILIAIOT, YTO
JCHCTBOBAIM «IIOJ THITHO30M», B pe3yibTaTe MpOPEeCcCHOHATbHON MaHUMYISIIHH
CO CTOPOHBI MPECTYIHUKOB.

B xoze coBepiieHus MpecTyIIeHni 310yMBIIIJICHHUKN UCIIOJIB3YIOT 3BOHKH
C  HOMEpOB, BHU3YaIbHO  NPUOMDKEHHBIX K  HOMepaM  TenedoHOB
IIPaBOOXPAHUTEIBHBIX OPTAHOB, CIIY>KO 0aHKOB (HaIpUMep 3BOHKH B MECCEHIKEPaX
¢ Homepa + 900, Ttorma kak odunuanbHeii Homep CoOepa 900 u T.1.),
MPEICTABISIFOTCS OQUIINATBHBIMU JTUIIAMH.

Hanbosiee pacnpocTpaHeHHBIMH  CHOCO0AMH NPeCTYIUICHHH Ha
CeroHSIIIHUI eHb SABJISIIOTCS:

1. CMC ot paboroaareis.

[ToTteprieBiieMy moctTymnaer cMc COOOIIICHUE HIIA COOOIICHUE B MECCEHIKEPE
oT paboToaTenst 0 TOM, YTO C HUM B Onmkaiiiee BpeMs cBskercst coTpyaHuk OCh
WIM MHOM OpraHu3alliy, CJIelyeT ¢ HUM Mo0OIaThCsl.
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[Toce 3TOrO MOTEpHEBIIEMY 3BOHHUT COTPYAHUK C HMEHEM YKa3aHHBIM
PYKOBOJIUTEIEM W COOOIIAeT O TMOMNBITKAaX TMepeBoJa JMYHBIX COEPEKECHUI
Ha WHOCTpPaHHBIE cueTa, ((MHAHCUPOBAHUE TEPPOPU3MaA U T.II.

B mensx mpecedeHms] MPECTYMHBIX OIMEparuii MOTEPIEBIIETO YOSk TaroT
pepBaTh TPAH3AKIMK IYTEM TMEPEeBOJA JICHET (JIMYHBIX HAKOMJICHUN WM IyTeM
B3SITHS KPEWTA) HA CUET, YKa3aHHBIA 310 yMBIJICHHUKAMH.

2. 310yMBIIIIEHHUKH NTPOJAIOT Balry KBapTUpy WM MallvHY.

3BOHMBIIIKME TPEICTABISIOTCS TPEICTABUTEISIMA CIIYKObl 0€30MacCHOCTH
KoMMepueckoro  Oanka, [T'oc. ycmyr, IleHTpansHoro  ©OGaHka  Ju0O
IPABOOXPAHUTEIHLHOTO OpraHa.

Coo0011ar0T 0 TOM, YTO NEPCOHANIbHBIE JAHHBIE C TUYHOIO KaOUHETa yTeKIIH
U Tenepb MPECTYNHUKU MOTYT OT Bariero mMeHu mpoaath KBApTUPY, MAIIUHY,
HCITOJIb3YS AJIEKTPOHHOIU(PPOBYIO MOAHUCH.

B umensix 3ammThl MMYyIECTBA CIEIYET CPOYHO €ro MpoAaTh, MEPEBECTH
JIEHBI'M HAa «3allUIIEHHBIN KaHam», «0€30MacHbIN CUET», «PE3EPBHYIO TUECHKY».

3. IlepeBoj neHer Ha «0€30MacHBIN CUETY.

3BOHMBIIKME  MPEACTABIAIOTCS  JHUOO  MPEACTABUTEISIMU  CIIYKObI
OezomacHOCTH  KoMMmepueckoro — Oanka,  llenTtpambHoro  Oanka 0o
MIPaBOOXPAHUTEIHLHOTO OpraHa W COOOIIAOT, YTO MOMIEHHUKH C HCITOJIb30BAaHHUEM
NEPCOHAIBHBIX JAHHBIX TTOTEPIEBIIETO OPOPMIISIOT KPEIUTHI B Pa3IUUHBIX OaHKaX
U JUIsE TOro, 4YTOOBI TPEIOTBPATUTh XHUIIEHUE JCHEr ¢ OaHKOBCKOTO cueTa
HEOOXOAMMO JIMYHBIE COEPEXKEHUSI CPOYHO IMEPEBECTH Ha «OE30IACHBIC CUETa.
B xonme pampHelmero oOMIEHHs IMOTEPHEBIIEMY COOOIIAIOT O HEOOXOAUMOCTH
oopMIICHHS KPEIUTOB 1 MX TepeBoIa. TakKe 3aperuCTPUPOBAHBI CITYIan TIPOIAKH
HEJABMKUMOCTH | TIEPEBOIa MOIIICHHUKAM BBIPYYEHHBIX CPEICTB.

Crnengyer OTMETHTh, YTO OOIIEHUE MOTEPIIEBIIETO CO 3JI0YMBIIUICHHUKAMU
SBIIICTCS JUIMTEILHBIM, B HEKOTOPBIX CIydasX OCYIICCTBISCTCS B TCUCHHE
HECKOJIBKUX MECSIIEB, HMCIOJb3YyeTCs KakK Tele(oHHAas CBsA3b, TaK M OOIICHHE
nocpeAcTBOM MecceHpkepoB (Barcan, Baiibep, Tenerpam u T.1.),

Kpome toro, crienyer moMHUTh, YTO «O€30MaCHBIX CUETOB» HE CYILECTBYET,
a mpeacrasutenu LlentpansHoro banka He ocymecTBIsAIOT paboTy ¢ PU3NIECKUMU
JHIAMHU.

4. 3BOHOK 3JIOYMBIIJIEHHUKA MO/ BUJOM MOOMIIBHBIX OIEPaTOPOB, KOTOPbIE
COOOIIAI0T, YTO CPOK JCHCTBHUS Balllel CUM-KapThl MCTEK JIMOO MCTEKaeT, a JIs
€ro TMPOJJICHUS HEOOXOAMMO COOOIMHUTH KO, KOTOPBIA IMOCTYHMUT B CMC JIMOO
IIPOMTH MO CChUIKE, MHa4Ye CUM-KapTa OyeT 3a0J0KupoBaHa,

BaxxHO 3HATH, UTO y CHM-KapThl HET CPOKa JCHCTBUS, COTOBBIC OIEPATOPHI
MEPEBBITYCKAIOT CHUM-KapThl TOJBKO IO TMPOChOE TMOTpeOuTeNne B ciaydyae
¢bu3znuecKkoro u3HoOca, MOTEpU, HEOOXOIUMOCTH Apyroro Gopmara.

BrinmonHuB TpeOoBaHUS MOIIIEHHUKOB U COOOIIMB KOJI U3 CMC, JINOO MpOMas
10 cChUTKe BbI 0TaeTe B pyKH 3I0YMBIIIUICHHUKOB JIOCTYIT B CBOM JTUYHBIN KaOWHET
Ha calTe omepaTopa CBSI3W, IIOCII€ YEr0 MOIIEHHUKH HMMEIOT BO3MOXHOCTH
yCTaHaBJIMBATh Mepeajipecaluio COOOIIeHN Ha HYKHbI UM HOMEp, YTO TTO3BOJIUT
CMEHUTH Mapojb OT MOOMJIBHOTO 0aHKA U MOXUTHUTH JICHEKHBIE CPEICTBA.
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Bropass pa3HOBHMAHOCTH TAKMX NPECTYIUICHUW - ITOJYYEHUE B PE3yJIbTaTe
COOOIIEHHsI KOJa U3 CMC JIOCTylla K aKKayHTy «TrOCyClyr», JajibHeilee
oopmIIeHHE 3asIBOK Ha KPEIUTHI B OaHKaX, MOJy4eHHE K TIEPCOHATLHBIM JTaHHBIM,
TaKUM KakK CBEJICHUS O J0XO0J/1aX, HaJTM4ue OaHKOBCKUX CUETOB U T.JI.

5. Bzrnom nub0 KOMMpOBaHME aKKayHTa TIOJIb30BaTENIsl B MECCEHIKEpax
Barcamn, BaiOep, TelerpaMM, COIMAIBLHBIX CETe BKOHTAKTE U JalibHEMIIee
HaIpaBJICHUE CTCHEPUPOBAHHBIX MCKYCCTBEHHBIM HHTEIJIEKTOM (HEHPOCETHIO)
TOJIOCOBBIX COOOIIEHUN OT UMEHH MOTEPIIEBIIET0, KOTOPOE MOJIHOCTHIO KOMHPYET
€ro roJjioc, MCIOJb3ysl MPU 3TOM paHEe OTIpaBICHHBIE COOOIIECHHUS BiaJEIbla
akkayHTta. Jlasee MO TUNMUYHOM cXeMe — TPOch0a OJOKUTH B3aMbI, (HOTO
OaHKOBCKOM KapThI JJIsl TIEPEBOJIA JCHEKHBIX CPEIICTB.

B nanHOll cuTyauuu BakHO YOEOUTHCA, YTO OOLIEHUE MPOUCXOIUT
CO 3HAKOMBIM ITyTEM 3BOHKa MO MOOMIbHOW ceTu. CmenaB 310, Bbl oOe3omacute
cebst 1 mpeaynpeanTe 3HAKOMOTO O TOM, YTO OT €0 IMEHU JIEHCTBYIOT MOIITEHHUKH.

Jlst Toro, 4TOOBI HE MOTEPATh KOHTPOJb HaJ Bammm akkayHTOM HUKOT/Aa
HE IIEPEXOAUTE IO HE3HAKOMBIM CChUIKAM, HE CKA4YMBaUTE MPOrpaMMbI
U3  HENOATBEPKICHHBIX  HMCTOYHUKOB, UCIIOJIb3YHTE IBYX(aKTOPHYIO
ayreHTu(uKanuio Bammx akkayHTOB.

bynpTe MakCMMaIbHO BHUMATENBbHBI, IOCKOJIBKY CIEAYIOIIUM 3TaroM
VICIIOJIb30BAHUSI MCKYCCTBEHHOIO HHTEJJIEKTAa MOMET SIBUTHCS TEHEpalus
BUJICOM300pAKEHUN U PACCHUIKA BUJEO COOOIIEHUNM OT MMEHU POJHBIX, KOJUIET,
3HAKOMBIX H T.J.

6. XullleHne ACHEKHBIX CPEACTB uepe3 cucreMmy ObicTphix Tuiareskei (ChII).

Hanpumep, mokynareinb Ha caidTe OCTaBJs€T 3asgBKY Ha NpUOOpeTeHue
TOBapa, €My IMOCTYMaeT 3BOHOK SKOOBI OT COTPYJIHHMKa Mara3umHa, mpejjaraercs
CKHJIKa Ha TOBap, HO TOJIbKO MpH ycioBuu omuiatel yepe3 ChII nmm QR-kox. [lanee
3JIOYMBIIIJIECHHUK TMPUCHUIAET B MECCEH]IKEP CCHUIKY, BEAYIIYI0 Ha CTPaHUILY C
dbopmoii omnarel mo QR-koxy. Ilokynarens MOATBEPKIAACT TUIATEXK U JICHEKHbBIC
CpPEeACTBA NOCTYHAKOT HA CYET MOILLICHHHUKA.

BaxxHo B TakoW cuUTyallMu CBSI3aThCS CO CIOY)KOOW MOMJIEPKKH OHJIAMH-
MarasmHa, yepe3 opHUIHaIbHbIN callT win npuioxkeHue. He coxpaHsaTh Ams oriaTel
B TUYHBIX KaOWHETaXx OAHKOBCKHUE KAPThI, TPH BOSMOXHOCTH 3aBEIUTE OTACIHHYIO
KapTy JJI OIJIaThl OKYIOK OHJIAMH.

7. 3apaboToK Ha OUprKe, 3aMaHUBAHUE TPUOBLIIHHBIMU MHBECTHUITHSIMH.

[Ipecrynaukamu B cetu MHTEpHET cO3MaeTcsi MaKCMMallbHas BUIAWMOCTD,
4TO OOIIEHHWE NPOUCXOAUT C TMPEACTABUTENSIMU KPYIMHBIX WHBECTUIIMOHHBIX
IJIOIIAIOK, UX CAaWThl UMEIOT BUIUMOE CXOJICTBO ¢ OAHKOBCKMMH OpraHU3aIUsIMHU
(manpumep, ['aznmpomunBectuiinn, PBK-unBectunnu, T-bankuaeectuiuu u T.1.),
HA3HAYaeTCs JIMYHBIN OpOKep, 00IIEHNE C KOTOPHIM MOKET OCYIIECTBIIATHCS Jaxe
MOCPEJICTBOM BUJICO3BOHKOB. [10/1 MX pYKOBOJCTBOM CO3MA€TCsl JTUYHBIA KaOUMHET
Ha TOProBOM IIJIOMIAJKE, B KOTOPOM OTOOpPa)KaloTCS BCE BHECECHHBIE JIEHEKHBIC
cpencTBa, u npuobUib. OIHAKO UX JAILHEUIINI BEIBOI HEBO3MOKEH.

8. Cxema «Bai poacteennuk monai B I TID».
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Haunbonee moaBepkeHbl JAHHOMY BUAY MPECTYIUICHUN MOXKHIIIbIE TpaXaaHe.
370YMBIIIUIEHHUK MPEICTaBisieTcs JIU00 POJCTBEHHUKOM IOTEPIEBUIETO, MO0
MpeICTaBUTENIEM  MPaBOOXpaHHTENbHOrO  opraHa. B xome  pasroBopa
C TMOTEpHeBIIMM  COOOIIAeT, 4YTO [JsI OCBOOOXKIEHHUA OT  YrOJOBHOU
OTBETCTBEHHOCTU W HaKa3aHWs B BUJE JIMIIEHUS CBOOOJBI CPOYHO HEOOXOIUMO
nepenatb JEHEeXHble cpencTtBa. Jlamee mnorepneBIMii, Oyaydyd BBEACHHBIM
B 3a0JIy’KJI€HUM M HaXOJSICh B CTPECCOBOW CHUTYallWH, JCUCTBYET MO YKa3aHHUSIM
MOILIEHHUKA, EHEKHbIE CPEACTBA MEPEBOIUT JUOO Ha yKa3zaHHBIE cuera, JH00
nepeaacT «Kypbepam».

Crout eme pa3 oOpaTUTh BHHMAaHHE, YTO JKEPTBOW KHOEPMOIIICHHUKOB
MOJKET CTaTh Ka)K[bli, BHE 3aBUCUMOCTH OT BO3pacTa, 00pa30BaHUs, COLHMATHLHOTO
HOJIOXKEHUS ¥ TpouuX (hakTopoB. [IpuunHa B TOM, 4TO MOIIEHHUKU BO3JECHCTBYIOT
HAa OMOIMHM YEJIOBEKa, a COBPEMEHHBIE TEXHOJOTHMH TMO3BOJSIOT CHeJaTh
MCIOJIb3yEMbIE TPUEMBI MAKCUMAJIBHO MPABON0I00HBIMHU.

OpHaKo NMPOTUBOCTOSATH UM MOXHO, JUIS 3TOTO CIEAYET HPUIEPKUBATHCA
psiia MPOCTHIX MPABUI:

1. HukoMy u HUKOrZa HE COOOLIATE CBOM MACHOPTHBIC JaHHbBIE
U (UHAHCOBBIE CBEICHUA: JIaHHBIE KapThl U €€ BIAJEINbLA, TPEX3HAUHBIA KOA
C 0OpaTHOW CTOPOHBI KapThl WK cMc-KoJ. COTpymHUKH OaHKOB U TOCCTPYKTYP
HUKOT1a HE 3alpalluBaloT TaKylo HH()OPMALIUIO.

2. He my6nukyiiTe KOH(pUIEHIMAIbHbBIE JaHHBIE B COLICETAX U HA KAKUX-TTMOO0
cauTax.

3. He xpanuTe naHHble KapT ¥ TUH-KOJbI HA KOMIIBIOTEPE UM B CMapTQOHE.

4. Ecimum ¢ HEHM3BECTHOTO HOMEpAa 3BOHHUT  COTPYAHUK  OaHKa,
NPaBOOXPAHUTEIBHBIX ~ OPraHOB WM  TOCYJApCTBEHHON  OpraHM3aluu
C COMHHUTENIBHBIM TMpEeAJOXKEHHUEM (HampuMep, COOOIIEHWEM O IIOMbITKE
opopmIICHHST KpeauTa WIA TOAO3PUTEIBHOM orepanuu oT Bamero uMeHw,
o0elIaHueM BBICOKOTO JI0XO/1a MO BKJIATY, MPEAIOKEHUEM MIePEBECTH CPEICTBA HA
CHEIUANTBHBIA CYET U T.JI.) WIK MO TeledOoHy 3amyruBaloT U TPEOYIOT OBICTPHIX
JEeNCTBUM ¢ (PMHAHCAMU, MTOJI0KUTE TPYOKY.

5. Ecnm mogo3peBaete, 4TO BaM 3BOHUT MOILICHHUK, IEPE3BOHUTE B OaHK WK
B KOHTAKT-LIEHTP BEIOMCTBA, COTPYIHUKOM KOTOPOTO MPEACTABIISIICS 3BOHSIINH.

6. He ncnonp3yiiTe CAMIIKOM MIPOCTHIE IAPOJIU, & TAKIKE OJAMHAKOBBIE TAPOJIU
JUIS pa3HbIX YUYETHBIX 3aMuCeH.

7. 3amuiiaite CBOU aKKayHThl ¢ TIOMOILBIO JBYXATAMHON ayTeHTU(UKAINH
B TEXHUYECKHX CEpPBHUCAX, IN€ 3TO BO3MOXKHO. B TakoMm ciyyae MOUIEHHMKHU
HE CMOTYT MOJYYUTh K HUM JIOCTYII, 1aXK€E €CIN Y3HAIOT MapOolb.

8. CoBepiiaiiTe MOKYIKA B MHTEPHET-Mara3uHax TOJBKO Ha IPOBEPEHHBIX
caifrax. CpaBHUBaliTEe ajpeca cCaliTOB, TaK KaK B aJpecax MOXKET OTINYAThCS OJHA
OyKBa WJIM TOYKA.

9. Huxorga He BBOAWTE JIMUHBIE M (PUHAHCOBBIC JAHHBIE HA COMHUTENIbHBIX
caiTax W HE MEepPEexXOIUTEe MO CChUIKaM W3 TOJO3PUTENBHBIX IHCEM, KOTOpHIC
IpeJyIararoT, HampuMep, IPOMTH OMpoC, MPOT0JIOCOBATh WM MOMYYHTh KaKylo-
A10O0 BBITLIATY.
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Ecnu xe cpenctBa yxxe nepeBeIeHbl MOIIIEHHUKAM

1. Hememnnenno 3a0nokupydTe KapTy C TMOMOIIBIO MOOWIBHOTO
MPUIIOKEHUS, TMYHOTO KaOMHETa Ha caiiTe OaHKa WM Yyepe3 KOHTaKT-IEHTp OaHKa
1o tenedony.

2. B Teuenue cyTok mociie moaydyeHus COOOIIEHUSI O CIIUCAHUM CPENICTB
HaNWIIWTE 3asSBJICHUE B OTACICHUN OaHKa O HECOTJIacHUU C Omepanueld U BO3BpaTe
JICHEeXKHBIX cpencTB. Takke 00paTUTECh ¢ 3asBJICHUEM O XUIIICHUH JEHET B JI000e
OTJICJICHUE TOJTUITUH.

CoBpeMEHHBI MHUP W TEXHOJIOTMM HE TOJILKO JapsAT HaM OCCKOHCUHBIN
ocTyn K uH(pOpMaIlMU, HO U KIyT OT HAC YMEHHUS MMU TOJIb30oBaThes. Pa3Butue
KPUTHUYECKOTO MBIIUICHUS, COOJIOJCHUE MPOCTHIX MpaBuil HHGOPMAIMOHHOM
TUTHUEHBI, OIUTEIIBHOCTh M 3a00Ta 00 OKPYKAIOIIUX MOMOT'YT U30€XKaTh MpoodJieM U
HE CTaTh )KEPTBON KHOEPMOIIIEHHUKOB.

MeToauueckie peKOMEHAALNUU TMOATOTOBIECHBI YIPAaBIEHUEM IO HAI30py
3a  YroJOBHO-TIPOIIECCYalbHOW H  ONEPATUBHO-PA3bICKHOW  JESITEIHHOCTHIO
MIPOKYpaTypbl OOJIACTH.



	2. Злоумышленники продают Вашу квартиру или машину.

